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Annex E    Right to Erasure 
 
What is the Right to Erasure? 

 
Under Article 17 of the UK GDPR individuals have the right to have personal data 

erased. This is also known as the ‘right to be forgotten.’ This right only applies to data 
held at the time the request is received. It does not apply to data that may be created 

in the future. This right is not absolute and only applies in certain circumstances. 
 
When does the right to erasure apply? 

 
The regulations do not specifically provide individuals with instructions on how to 

submit a request. As a result of this, an individual can approach any member of staff 
and does not have to make any reference to the GDPR. They can do so verbally, in 
writing or other appropriate means. It is therefore important that staff feel comfortable 

in discussing matters with data subjects. An individual can request the right to erasure 
if one or more of the following criteria are met: 

 
• The personal data is no longer necessary for the purpose which you originally 

collected or processed it for; 

• You are relying on consent as your lawful basis for holding the data, and the 
individual withdraws their consent; 

• You are relying on legitimate interests as your basis for processing, the 
individual objects to the processing of their data, and there is no overriding 
legitimate interest to continue this processing; 

• You are processing the personal data for direct marketing purposes and the 
individual objects to that processing; 

• You have processed the personal data unlawfully (ie in breach of the lawfulness 
requirement of the 1st principle); 

• You have to do it to comply with a legal obligation; or 

• You have processed the personal data to offer information society services to a 
child. 

 
Exemptions to applying the right to erasure 

 
Daisy Chain are able to continue the processing of an individuals personal data should 
it be necessary for one of the following reasons: 

 
• To exercise the right of freedom of expression and information; 

• To comply with a legal obligation; 
• For the performance of a task carried out in the public interest or in the exercise 

of official authority; 

• For archiving purposes in the public interest, scientific research or statistically 
purposes where erasure is likely to render impossible or seriously impair the 

achievement of that processing; or 
• For the establishment, exercise or defence of legal claims. 

 

Refusal to comply with a request for other reasons 

 
It is possible for Daisy Chain to refuse to comply with a request should it be manifestly 

unfounded or excessive. It will also be taken into account if a request is repetitive in 
nature.  
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If a request is deemed to be manifestly unfounded or excessive the DPO may: 

 
• Request the payment of a ‘reasonable fee’ to deal with the request; or 

• Refuse to deal with the request. 
 
In both of the above potential outcomes, the DPO will justify the decision. 

 
In the event that a charge is applied for the processing of the request, the individual 

will be made aware at the earliest opportunity. Only on receipt of the fee will the 
request be actioned. 
 

Should it be decided that the request will not be actioned, the DPO will, within 28 days 
of receipt of the request inform the individuals about: 

 
• The reasons why the request will not be processed; 
• The right of the individual to make a complaint to the Information 

Commissioners Office (ICO); and 
• Their ability to seek to enforce this right through a judicial remedy. 

 
Data Stored in Backup Systems 

 

In the event that a valid erasure request is received and no exemption to the request 
can be applied, all data stored in paper format and/or live electronic systems should 

be erased. 
 

Currently Daisy Chain uses various systems and mechanisms to back up the data that 

has been processed. These are: 
 

a. TimeMachine – this is an electronic backup that is created on the main Daisy 
Chain site. This device has an 8tb storage capacity and will automatically 
overwrite data once the disk is full. In this instance, the oldest back up is 

automatically deleted; 
 

b. Windows Backups – this is an electronic backup created on the main Daisy Chain 
site and used to back up Sage applications each day, information stored within 

these backups is maintain in line with the HMRC guidelines; 
 

c. Crashplan – This is an off site backup of each of the above. Currently this back 

up is infinite and will only overwrite data on instruction. This will change on 
creation of a data retention policy. 

 
In the event that it is not possible to remove all personal data from backups when 
requested, the individual will be notified and steps will be made to ensure that the data 

is ‘beyond use’. 
 

 

What does manifestly unfounded mean? 
 
A request may be manifestly unfounded if: 

 
• The individual clearly has no intention to exercise their right to erasure. For 

example an individual makes a request, but then offers to withdraw it in return 
for some form of benefit from the organisation; or 
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• The request is malicious in intent and is being used to harass an organisation 

with no real purposes other than to cause disruption. For example: 
• The individual has explicitly stated, in the request itself or in other 

communications, that they intend to cause disruption; 
• The request makes unsubstantiated accusations against you or specific 

employees; 

• The individual is targeting a particular employee against whom they have some 
personal grudge; or 

• The individual systematically sends different requests to you as part of a 
campaign, eg once a week, with the intention of causing disruption. 

 

This is not a simple tick list exercise that automatically means a request is manifestly 
unfounded. You must consider a request in the context in which it is made, and you 

are responsible for demonstrating that it is manifestly unfounded. 
 
Also, you should not presume that a request is manifestly unfounded because the 

individual has previously submitted requests which have been manifestly unfounded 
or excessive or if it includes aggressive or abusive language. 

 
The inclusion of the word “manifestly” means there must be an obvious or clear quality 
to it being unfounded. You should consider the specific situation and whether the 

individual genuinely wants to exercise their rights. If this is the case, it is unlikely that 
the request will be manifestly unfounded. 

 

What does excessive mean? 
 
A request may be excessive if: 

 
• It repeats the substance of previous requests; or 

• It overlaps with other requests. 
 
However, it depends on the particular circumstances. It will not necessarily be 

excessive just because the individual: 
 

• Makes a request about the same issue. An individual may have legitimate 
reasons for making requests that repeat the content of previous requests. For 

example, if the controller has not handled previous requests properly; 
• Makes an overlapping request, if it relates to a completely separate set of 

information; or 

• Previously submitted requests which have been manifestly unfounded or 
excessive. 
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Right to Erasure Request Form 
 

Under the UK GDPR you are entitled to request the erasure of any personal data we 
hold about you. We will do our best to respond promptly and within one month of the 

following: 
 

• Our receipt of your written request; or 
• Our receipt of any further information we may ask you to provide to enable us 

to comply with your request, whichever happens to be later. 
 
The information you supply in this form will only be used for the purpose of identifying 

the personal data you are requesting that we erase and responding to your request. 
You are not obliged to complete this form to make a request but doing so will make it 
much easier for us to process your request quickly. 

 

Section 1 – Details of the person requesting information 

Full Name:  

Address:  

Contact Telephone Number:  

Email Address:  

Office Use Only: 

AdvicePro Reference:  

 

Section 2 – The Data Subject? 

Are you the Data Subject? ☐ I am the data subject. I enclose proof of my 

identity (see below) 

 

☐ No, I am acting on behalf of the data subject. 

I have enclosed the data subject’s written 
authority and proof of the data subject’s 

identity and my own identity (see below) 

  

 

To ensure we are erasing data of the right person we require you to provide us 
with proof of your identity and of your address. Please supply us with a photocopy 

or scanned image (please do not send originals) of one or both of the following: 
 

• Proof of Identity – Passport, Driving Licence, National Insurance Card, Birth 

Certificate 
• Proof of Address – Utility bill, bank statement, credit card statement (no 

more than 3 months old), current driving Licence 
 
If we are not satisfied you are who you claim to be, we reserve the right to refuse your 

request. 
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Section 3 – Details of the data subject (if different from section 1) 

Full Name  

Address  

Contact Number  

Email Address  

Office Use Only:   

AdvicePro Reference (if applicable):  

 

 

Section 4 – Reason for Erasure Request 

Given the sensitive nature of erasing personal data, GDPR Article 17 requires 
certain conditions to be met before a request may be considered. Please supply us 

with the reason you wish your data to be erased and please attach any 
supplementary documents to support this. 

☐ I feel the personal data is no longer necessary for the purposes for which Daisy 

Chain originally collected it. 

☐ I no longer consent to Daisy Chain processing my personal data 

☐ I object to the processing of my personal data under Article 21 of the GDPR 

☐ I feel my personal data has been unlawfully processed 

☐ I am a Child, Represent a Child, or was a child at the time of the data processing 

and feel my personal data was used to offer Daisy Chain information society 
services. 

 

 

 

Section 5 – What information do you wish to erase? 

Please describe the information you wish to erase. Please provide any relevant 

details you think will help us to identify the information. Providing the URL for each 
link you wish to be removed would be helpful (if appropriate).  

 
Please also explain, if it is not abundantly clear, why the linked page is about you 
or the person you are representing on this form. 

 
 

 
 

 
 
 

 
Please note – In certain circumstances, where erasure would adversely affect the 

freedom of expression, contradict a legal obligation, act against the public interest in 
the area of public health, scientific or historical research, or prohibit the 

establishment of a legal defence or other legal claims, we may not be able to erase 
the information you requested in accordance with article 17 of the GDPR. In such 
cases, you will be informed promptly and given full reasons for that decision. Whilst 

in most cases we are happy to erase personal data you request, we nevertheless 
reserve the right, in accordance with article 12, to charge a fee or refuse the request 

if it is manifestly unfounded or excessive. However, we will make every effort to 
provide you with the erasure of your personal data if suitable. 
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Section 6 - Declaration 

Please note that any attempts to mislead Daisy Chain may result in prosecution. 
 

I confirm that I have read and understood the terms of this subject access form 
and certify that the information given in the application is true. I understand that it 

is necessary for Daisy Chain to confirm my/the data subject’s identity and it may 
be necessary to obtain more detailed information in order to locate the correct 

personal data. 
 

☐ If you are submitting this form by email, please cross this box in 

replacement of your signature. 

 

Signed: 

 

 

Date: 

 

Documents which must accompany this application: 
 

• Evidence of your identity (see section 2) 

• Evidence of the data subject’s identity (if different from above) 

• Authorisation from the data subject to act on their behalf (if applicable) 

• Justification for erasure of data (see section 4) 
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Annex F    Subject Access Request 
 
 

What is a Subject Access Request?  
 
The right of access, commonly referred to as subject access, gives individuals the right 

to obtain a copy of their personal data, as well as other supplementary information. It 
helps individuals to understand how and why you are using their data, and check you 

are doing it lawfully.  
 

If an individual’s data is being processed in any capacity, they are entitled to access 
the following information; 
 

a. The purposes for which the Company collects, holds, and processes their 
personal data;  

b. The categories of personal data involved;  
c. The recipients or categories of recipient to whom the Company discloses 

their personal data;  

d. Details of how long the Company retains their personal data or, if there 
is no fixed period, our criteria for determining how long it will be retained;  

e. Details of the data subject’s right to ask the Company to rectify or erase 
their personal data, or to restrict or object to our processing of it;  

f. Details of the data subject’s right to make a complaint to the ICO or to 

another supervisory authority;  
g. If any of the personal data in question was not obtained from the data 

subject, details of the source of that data;  
h. If the Company carries out any automated decision-making (including 

profiling), details of that automated decision-making, including a 

meaningful explanation of the logic involved and the significance and 
envisaged consequences for the data subject and i) if the Company 

transfers their personal data to a third country (i.e. non-EEA) or 
international organisation, details of the safeguards in place to protect 
that data. 

 
In cases where a SAR relates to automated decision-making, the following shall apply: 

 
Where a SAR relates to the logic underlying an automated decision that has been taken 
with respect to important matters relating to the data subject, the data subject must 

be provided with an explanation of the logic involved, subject to the following 
conditions:- 

 
• The decision-making process in question must be solely automated (i.e. there 

must be no human involvement in the process); and  

• The information should be provided in such a way as to protect the Company’s 
intellectual property rights and trade secrets. 

• The data subject may also request information related to the automated decision 
itself, they may seek to exercise the right to human intervention (i.e. for the 

Company to appoint a person to review the automated decision), to express 
their own point of view about the decision, and/or to contest it. If a data subject 
making a SAR seeks to exercise their rights with respect to automated decisions, 

the Company’s Data Protection Officer shall handle the same in accordance with 
the Data Protection Legislation and Company policy. 
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Responsibilities 

 
Compliance with the Data Protection Legislation is of vital importance to Daisy Chain. 

If we fail to comply with a SAR within the required time limit or fail to provide a data 
subject with access to the personal data that we hold about them, we will be in breach 
of our obligations under the Data Protection Legislation. 

 
Failing to comply with the Data Protection Legislation may put the data subject at risk. 

It may also result in the following consequences for Daisy Chain: - 
 

a. The data subject reporting the Company to the ICO, resulting in an investigation 

by the ICO; 
b. Enforcement action taken against the Company which may result in civil and/or 

criminal sanctions for the Company and, in certain cases, the individual 
responsible for the breach; 

c. If the data subject has suffered damage and/or distress as a result of the 

Company’s breach, the data subject may seek further legal remedies such as 
damages against Daisy Chain; 

d. A court may order the Company to comply with the SAR in any event if the 
Company is found to have failed in its compliance with the Data Protection 
Legislation. 

 
Providing of Information 

 
Daisy Chain is committed to meeting all reasonable requests for access to personal 
data in accordance with the GDPR whilst protecting it’s intellectual property. Daisy 

Chain will take all reasonable steps to provide the information in a readable format. 
This will be provided electronically where possible. Physical documents will only be 

provided if requested.  
 
Although it is recognised as a best practice in the GDPR for individuals to be granted 

remote access in to a self-service style system to see their own information, this is not 
something that Daisy Chain is able to offer as it would have an adverse effect on the 

rights and freedoms of others working for, or accessing, the services of the 
organisation.  

 
The Data Protection Act 2018 prevents the alteration of data with the intention of 
preventing its disclosure. So long as the individual is requesting information that they 

are entitled to view, it must be provided in its current state. Further information on 
what an individual is entitled to view can be found in Annex A. 

 
How to make a Subject Access Request  
 

An individual can make a SAR verbally or in writing, including on social media. A 
request is valid if it is clear that the individual is asking for their own personal data. 

An individual does not need to use a specific form of words, refer to legislation or direct 
the request to a specific contact. 
 

An individual may ask a third party (eg a relative, friend or solicitor) to make a SAR 
on their behalf. You may also receive a SAR made on behalf of an individual through 

an online portal. Before responding, you need to be satisfied that the third party 
making the request is entitled to act on behalf of the individual, pursuant to 
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documentary evidence. It is the third party’s responsibility to provide evidence of their 

authority. 
 

Any requests MUST be made directly to a Daisy Chain employee. Members of the 
volunteer team are not authorised to take such requests. 
 

A template form for individuals to request such information is provided in the 
appendices. 

 
What information can be provided  
 

All individuals have the right to see what information is being held about them. Data 
subjects are entitled to be given confirmation as to whether Daisy Chain hold or 

process their personal information. If information is being held or used they are also 
entitled to the following; 
 

a) The purposes for which we process their personal data; 
b) The categories of personal data that we process; 

c) The recipients of who personal data has, or will be disclosed, in particular those 
who are international organisations; 

d) How long we expect to store their personal data; 

e) If the individual has not provided their data to Daisy Chain personally, the source 
from which we obtained it; and 

f)   Whether Daisy Chain operate any automated decision making in relation to the 
processing of their personal data. 

 

Where it is not possible to provide exact data due to identifiable information 
relating to another subject being present, the DPO may either anonymise the 

document or provide a summary of what is being held. 
 
Timescales 

 
In line with GDPR we must act on a subject access request without undue delay and 

at the latest within one month or receipt. This starts from the day after the request is 
received (regardless of whether the day after is a working day or not) until the 

corresponding calendar date in the next month.  
 
EXAMPLE 

 
A request is received on 3rd September. The time limit starts from the next day (4th 

September). This means that the response must be provided no later that 4th October. 
 
For practical purposes, Daisy Chain will respond to subject access requests within a 28 

day period.  
 

Should the request be complex in its nature or the individual has made multiple 
requests, Daisy Chain can extend the response time by an additional two months. In 
this instance the DPO shall notify the individual within one month of receiving the 

request to explain why an extension is required.  
 

The DPO shall not extend the time limit if:  
 

a) The request is manifestly unfounded or excessive; 
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b) An exemption applies (see the Daisy Chain GDPR Policy) 

c) We are requesting proof of identity before considering the request.  
 

Refusing a request 
 
The Data Protection Legislation provides a number of exemptions which apply to SARs 

and therefore justify the Company refusing to comply with a SAR. 
   

Those most likely to be applicable within the Company are situations in which the 
personal data in question is:  
 

a. Subject to legal or litigation privilege;  
b. Purely personal or exists for a household activity; or  

c. A reference given (or to be given) in confidence for purposes of employment, 
training, or education; or  

d. Is processed for management forecasting or management planning purposes in 

relation to a business or other activity (but only to the extent that complying 
with the SAR would prejudice the conduct of the business or activity); or  

e. Consists of records of intentions with respect to negotiations between employer 
and employee (but only to the extent that complying with the SAR would 
prejudice such negotiations); or  

f. Contains personal data concerning a third party; or  
g. Is of a type likely to prejudice the prevention or detection of a crime, or the 

apprehension or prosecution of offenders if it is disclosed.  
 
Additional exemptions relate to more specific (and generally public) matters such as 

national security. If any concerns or questions arise with respect to exemptions which 
may or may not apply during the process of handling a SAR (including, but not limited 

to those set out above), those questions should be referred to the Company’s Data 
Protection Officer and/or to the ICO. 
 

Additional Refusal Reasons 
 

If the request is deemed to be manifestly unfounded or excessive or repetitive in 
nature, the DPO may: - 

 
a. Request a “reasonable fee” or £10 to process the request; or 
b. Refuse to deal with the request.  

 
In both cases, the DPO will justify the decision in writing to inform the individual about: 

 
a. The reasons that action is not being taken 
b. Their right to make a complaint to the ICO or another supervisory authority; 

and 
c. Their ability to seek to enforce this right through a judicial remedy. 

 
The above information shall also be provided to the individual in the event that a 
reasonable fee is requested.  

 
Information requests in relation to children 

 
Before responding to a SAR for information held about a child, consideration should be 
given as to whether the child is mature enough to understand their rights. If the 
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request is from a child and you are confident they can understand their rights, you 

should usually respond directly to the child.  
 

You may, however, allow the parent or guardian to exercise the child’s rights on their 
behalf if the child authorises this, or if it is evident that this is in the best interests of 
the child. If a child is competent, they may authorise someone else, other than a parent 

or guardian, to make a SAR on their behalf.  
 

Due to the variables involved in requests in relation to children, Daisy Chain’s policy is 
to assess each request on a case by case basis.  
 

In instances where a request is complex or ambiguous, the decision shall be made 
following the input of the Head of Services and Learning, or Deputy head of Services 

in their absence, a staff member who has a working relationship with the child/young 
person and the DPO. 
 

Requests made on behalf of others 
 

The GDPR does not prevent an individual making a subject access request via a third 
party. 
 

In such instances, the DPO must be satisfied that the third party is entitled to act on 
behalf of the subject. Evidence of this must be provided before any information is 

disclosed.  
 
Erasure of Disposal of Personal Data 

 
If any personal data relevant to a SAR is amended, deleted, or otherwise disposed of 

between the time at which a SAR is received and the time at which a response is made, 
Daisy Chain is able to take this into account in our response provided that amendment, 
deletion, or disposal would have been made irrespective of our receipt of the SAR in 

question. 
 

The Right of Access does not, therefore, prevent Daisy Chain from managing personal 
data in accordance with normal procedures, in particular those set out in its Data 

Protection Policy and Data Retention Policy. It is not, however, permissible to amend, 
delete, or otherwise dispose of data as an alternative to complying with a SAR. 
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Subject Access Request Form 

 

It is not a requirement that you complete this form. However, it does make the 
process quicker and helps us to establish who you have been in contact with so that 

we can carry out appropriate searches, gives us enough information to help us verify 
your identity and lets us know what data you are looking for and how you would like 
to receive it. 

 
The personal information collected from you by this form will only be used for the 

purposes of identifying the personal data you are requesting and sending the 
information to you. We will retain a copy of our correspondence any any personal 
data disclosed for 6 years. 

 
We will respond in no later than one calendar month. In exceptional circumstances, 

where it is not possible to comply within this period you will be informed of the delay, 
the reason for the delay, and given a timescale for when you request is likely to be 
met. 

 
In certain circumstances, Data Protection legislation permits Daisy Chain to withhold 

information, for example information likely to cause serious harm or risk to the 
physical and/or mental health of you, or any other person, and information relating 
to our provided by a third person who has not consented to the disclosure. 

 

Section 1 – The Enquiry 

Are you the Data Subject? (The individual who is the subject of the required 
information). Please mark the appropriate box. 

 

☐ I AM the Data Subject 

☐ I am NOT the Data Subject but am acting on their behalf. I have written 

authority, which I enclose. 

☐ I am NOT the Data Subject, but I am acting on their behalf as their parent or 

legal guardian. 

 

  

Section 2 – Details of the Data Subject 

Full Name  

Any Former Name  

Date of Birth  

Current Address (including postcode)  

Former Address(es)  

Contact Number  

Email Address  

Any additional information that may help 

identify your relationship with Daisy 
Chain 

 

Office Use Only:   

AdvicePro Reference (if applicable):  
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Section 3 – Details of Representative 
Please complete this section if you are not the data subject, but are authorised to act on 

their behalf) 

Full Name  

Any Former Name  

Date of Birth  

Current Address (including postcode)  

Former Address(es)  

Contact Number  

Email Address  

Relationship with the data subject that 
leads you to make this request for 
information on their behalf 

 

 
 

Section 4 – Requested Information 

In the box below, please describe the information you are requesting, including any 
relevant dates, names, and the type of documents you would like to be searched.  

 
 
 

 
 

 
 
 

 
 

 

 

 

Section 5 – How you would like to receive this information 

Please indicate which method you would like to receive the information 

 

☐ Electronic copies sent by email  

☐ Hard copy sent to postal address 

☐ Collect from Daisy Chain 

☐ Explanation via telephone 

 

If you have any particular access requirements – such as the need for 
large print, please advise of these requirements in the space below. 
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Section 6 - Declaration 

I certify that the information given on this form is true. I understand that it is 
necessary for Daisy Chain to confirm my/the data subject’s identity and that it 

might be necessary to obtain more detailed information from me in order to locate 
the correct information. 

 

☐ If you are submitting this form by email, please cross this box in 

replacement of your signature. 
 

Signed:  

 

 

Date: 

 

Please return the completed form with a copy of your ID (and the 
data subject’s ID where you are a representative) to: 
 

Daisy Chain Project Teesside 
Calf Fallow Farm 
Calf Fallow Lane 

Norton 
Stockton on Tees 

TS20 1PF 

 
Or 
 

Email: Info@daisychainproject.co.uk  

 
We are registered with the Information Commissioner's Office under 
Z8991905 and will process your personal data in accordance with the UK 
General Data Protection Regulation 2021 and Data Protection Act 2018. 

Please refer to our online Privacy Policy at 
https://www.daisychainproject.co.uk/privacy-policy/ for more information 

on how your personal data will be processed and stored. 
 

 
  

mailto:Info@daisychainproject.co.uk
https://www.daisychainproject.co.uk/privacy-policy/
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Templates 

 

SAR Request Form 

(Jan 23).docx

Template Letter/

Email ackowledgment of SAR 
 


